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1 Introduction

This policy provides guidance on effective approaches to e-safety for organisations in
Bracknell Forest.

It covers:

Policies and guidance to enable agencies to support the e-safety of children and
young people

The responses necessary when a risk to a child or a young person is discovered
Awareness-raising for children and young people so that they are able to keep
themselves as safe as possible when using the internet and other digital
technologies

The focus of the policy and guidance is to ensure that existing policies are applied to
the digital environment. In order for this to happen, it is essential that these policies
are regularly reviewed against this e-safety guidance and updated as necessary.

e-safety is a safeguarding issue and all organisations need to review their existing
procedures to ensure that e-safety is addressed. This policy and guidance can be
used as a stand-alone document or it can be used to inform existing policies.

This policy and guidance should also be read in conjunction with the Bracknell Forest
LSCB's e-safety Strategy and Action Plan (http://www.bracknell-forest.gov.uk/e-
safety) and the Berkshire LSCB Child Protection Procedures
(http://proceduresonline.com/berks/).

2 Background

e-safety is defined as all fixed and mobile technologies that children and young
people may encounter, now and in the future, which allows them access to content
and communications that could raise e-safety issues or pose risks to their wellbeing
and safety (Becta).

Safeguarding children and young people, including e-safety, is everyone’s
responsibility; e-safety is not a responsibility for just ICT staff. It needs to be
considered as part of the overall arrangements in place that safeguard and promote
the welfare of children and young people.

The internet is an essential element in 21% century life. ICT skills and knowledge are
vital to access life-long learning and employment and are now seen as an important
life-skill along with English and Mathematics. It is important to recognise that the
internet provides many benefits to children and young people and the professional
work of staff.

As part of the Every Child Matters agenda set out by the Government (Education Act
2002 and the Children Act 2004), it is the duty of organisations to ensure that
children and young people are protected from potential harm. In order to do this, we
need to involve children and young people as well as their parents and carers in the
safe use of on-line technologies.

It is also important that adults who work with children and young people are clear
about safe practices, so that they are safeguarded from misunderstanding or



possible allegations of inappropriate behaviour e.g. only contacting children and
young people about homework via a school e-mail address and not a personal one.

Unfortunately, it is not possible to create a 100% safe environment and it is the
organisation’s responsibility to demonstrate that they have managed the risks and
have done everything that they reasonably could in order to protect the children and
young people they work with. Organisations require policies and procedures that are
clear and easy to follow so that risks are minimised and any incidents that do occur
can be dealt with quickly and effectively.

Children and young people also need to be ‘savvy’ about what they read, hear and
see. In the same way that the quality of information received via radio, newspaper
and television is variable, everyone needs to develop skills in selection and
evaluation of internet-based information. Just because something is published in text
or on-line does not make it fact. It is therefore important that any education
programme links to activities to help pupils evaluate what is fact, what is fiction and
what is opinion, and that children and young people consider whether something is
plausible or biased.

In addition to accessing the internet through organisations that work with children and
young people, the internet and other digital technologies will be used in their own
time at other locations and they are at greater risk if they have not learnt what the
dangers are and how to use them safely. Supporting and assisting the development
of children and young people’s e-confidence and their ability to access the digital
world effectively and safely is important to all organisations.

3 The Risks

It is important to recognise that the range of risks to children and young people in the
digital environment is wide and ever-changing. These can be summarised as follows:

Content (child as recipient)

Commercial (adverts, spam, sponsorship, personal information)
Aggressive (violent/hateful content)

Sexual (pornographic or unwelcome sexual content)

Values (bias, racism, misleading info or advice)

O o0oOo0o

Contact (child as participant)

Commercial (tracking, harvesting personal information
Aggressive (being bullied, harassed or stalked)
Sexual (meeting strangers, being groomed)

Values (self-harm, unwelcome persuasions)

O o0oOo0o

Conduct (child as actor)

o Commercial (illegal downloading, hacking, gambling, financial scams,
terrorism)

o Aggressive (bullying or harassing another)

0 Sexual (creating and uploading inappropriate material)

o Values (providing misleading info or advice)



Apart from the risk of children and young people accessing internet sites which
contain unsuitable material, risks to their well-being may also exist in a variety of
other ways.

It is known that adults who wish to abuse may pose as a child/young person to
engage and then meet up with the children or young people they have been in
communication with. This process is known as ‘grooming’ whereby an adult
prepares a child or young person to be abused. The process may take place over a
period of months using chat rooms, social networking sites and mobile phones. An
adult may pretend to be a peer and gradually convince the child or young person that
they are their boyfriend or girlfriend, establishing a relationship of apparent trust with
the intended victim and making it difficult for the child to then speak out.

Cyberbullying is bullying through the use of communication technology and can take
many forms e.g. sending threatening or abusive text messages or e-mails either
personally or anonymously, making insulting comments about someone on a social
networking site (e.g. Facebook) or online diary (blog) or making or sharing
derogatory or embarrassing videos of someone via mobile phone or e-mail (such as
happy slapping videos).

Much of the material on the internet is published for an adult audience and some is
unsuitable for children and young people. In addition, there is information on
weapons, crime and racism that would be considered inappropriate and restricted
elsewhere.

4 Acceptable Use Policies (AUPS)

All organisations providing internet access for children and young people should
have AUPs in place which set out guidance for the acceptable, safe and responsible
use of on-line technologies. AUPs are typically about both child protection and being
safe online and the correct and appropriate use of AUPs will safeguard not only
children and young people but also adults who work or volunteer within these
settings. It may be appropriate to develop a number of documents as part of the AUP
for different audiences (a humber of examples are includes in this document as
appendices)

Children and young people

0 consideration needs to be given to the age of the children/young people in the
setting

o0 itis recommended that all children and young people are made aware of the
AUPs and be given a copy

Parents and carers
Organisation staff/volunteers (who should sign the AUP)



5 e-safety Lead

It is important to have a lead e-safety person (usually the manager and/or child
protection lead) within each organisation whose main roles and responsibilities
should include:

Maintaining the AUPs

Ensuring that the organisation’s policies and procedures include aspects of e-
safety. For example: the anti-bullying procedures include cyberbullying and the
child protection policy includes internet grooming

Working with the filter system provider to ensure that the filtering is set at the
correct level for staff, children and young people

Report issues to the head of the organisation

Ensure that staff participate in e-safety training

Ensure that e-safety is included in staff induction

Monitor and evaluate incidents that occur to inform future safeguarding
developments

6 Managing Incidents

Please refer to Appendix C for a summary of what co  nstitutes inappropriate
and illegal acts involving internet and electronic communication technologies.

Please refer to Appendix D for a sample flowchart o n how to respond to an
incident. Further advice and guidance on how to res pond is shown below.

The organisation manager/child protection lead/e-safety lead will ensure that an adult
follows these procedures in the event of any misuse of the internet:

Inappropriate Contact

Report to the organisation manager/e-safety lead/child protection officer
Advise the child or young person on how to terminate the communication and
save all evidence

Contact the child or young person’s parent(s)/carer(s)

Contact the police on 0845 8 505 505

Log the incident

Identify support for the child or young person

N
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Bullying

1. Report to the organisation manager/e-safety lead/child protection officer

2. Advise the child or young person not to respond to the message

3. Refer to relevant policies including anti-bullying, e-safety and AUP and apply
appropriate sanctions

4. Secure and preserve any evidence

5. Contact the child or young person’s parent(s)/carer(s)

6. Consider informing the police on 0845 8 505 505, depending on the severity or

repetitious nature of the offence

Log the incident

Identify support for the child or young person

© ~




Malicious/Threatening Comments Towards a Child, You  ng Person or
Organisation Staff

1.
2.
3
4,

5.
6.
7

Report to the organisation manager/e-safety lead/child protection officer
Secure and preserve any evidence

In the case of offending web-based e-mails being received, capture/copy the
‘header’ info, if possible.

Inform and request that the comments are removed from the site/block the
sender

Inform the police (0845 8 505 505) as appropriate

Log the incident

Identify support for the child or young person

Viewing of an Inappropriate/lllegal Website

1.
2.

Hw
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Report to the organisation manager/e-safety lead/child protection officer

If illegal (See Appendix C), do not log off the computer but disconnect from the
electricity supply and contact the police on 0845 8 505 505

Record the website address as well as the date/time stamp/time zone of access
If inappropriate (See Appendix C), refer the child/young person to the AUP that
was agreed and reinforce the message

Decide on the appropriate sanction

Inform the parent(s)/carer(s)

Contact the filtering software provider to notify them of the website

Log the incident

Identify support for the child or young person

Allegation against a Member of Organisation Staff/V  olunteer

In the case of the above, the Berkshire LSCB Child Protection Procedures should be
referred to (http://proceduresonline.com/berks/).

All allegations should be reported to the manager, police (0845 8 505 505) and Local
Authority Designated Officer (LADO) (01344 351582), as appropriate.
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Sample 1
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Rights Charter

I - You have the right to enjoy the internet and all the fun and safe things it has to
offer.

Il - You have the right to keep information about you private . You only have to tell
people what you really want them to know.

Il - You have the right to explore the internet but remember that you cannot trust
everything that you see orread on the internet.

IV - You have the right to know who you are talking to  on the internet. You don't
have to talk to someone if you don’t want to.

V - Remember not everyone is who they say they are  on the internet. You have
the right to tell someone if you think anyone is suspicious. If you arrange to meet
someone, tell a trusted adult or take a friend with you.

VI - You have the right NOT to fill out forms or to answer questions you find on
the internet.

VII - You have the right NOT to be videoed or photographed by anyone using
cameras, web cams or mobile phones.

VIII - You have the right NOT to have any videos or images of yourself put on the
internet and you have the right to report it to an adult if anyone does this. (Remember
that once images are posted online, they may not be able to be withdrawn).

IX - You have the right NOT to be bullied by others on the internet and you have
the right to report it to an adult if this happens.

X - If you accidently see something you shouldn’t , you have the right to tell
someone and not to feel guilty about it.

Xl - We are ALL responsible for treating everyone online with respect . You
should not use behaviour or language that would be offensive or upsetting to
somebody else.

For more information, go to  http://www.bracknell-forest.gov.uk/e-safety or
contact the e-safety Lead Officer on 01344 352000

This Rights Charter Was Developed By Oldham Youth Council



Sample 2

i >
ZIPIT BLOCK IT
Keep your personal Block people who
stuff private and think send nasty messages
about what you say and don'topen
and do online. unknown links and
attachments.
%
Ask permission before using the internet

Tell a trusted adult if you see anything that makes you feel
uncomfortable

Immediately close any webpage that you are uncomfortable with

Do not give out any personal information such as name, address,
telephone number(s), age, school name or bank card details

Q

Make sure that when using social networking sites, privacy
settings are checked so that not just anyone can see your
page/photos

Only contact people that you have actually met in the real world

Never arrange to meet someone that you have only met on the
internet

Only use a webcam with people you know

Think very carefully about any pictures that you post online

Only open e-mails from people that you know

N0 B

Avoid using websites that you wouldn't tell anyone about and use a
student friendly search engine such as http://www.askforkids.com

This page has been developed by the e-safety sub-group of the Bracknell Forest Local Safeguarding
Children Board (LSCB). For more information, go to http://www.bracknell-forest.gov.uk/e-safety or
contact the e-safety Lead Officer on 01344 352000.




Appendix B
Acceptable Use Policy (AUP): Staff

This covers use of digital technologies in the organisation: i.e. e-mail, internet, intranet
and network resources, learning platforms, software, mobile technologies, equipment
and systems.

I will only use the organisation’s digital technology resources and systems for
professional purposes or for uses deemed ‘reasonable’ by the manager.

I will only use the council’'s approved, secure e-mail system(s) for any
organisation’s business (web mail accounts are not secure e-mail system(s)).

I will not browse, download or send material that could be considered offensive
to colleagues and any other individuals.

| will report any accidental access, receipt of inappropriate materials or filtering
breaches to the manager.

I will not allow unauthorised individuals to access e-mail / internet / intranet /
networks or systems.

I will ensure that all my login credentials (including passwords) are not shared
with any other individuals, displayed or used by any individual than myself.

I will not download any software or resources from the internet that can
compromise the network or are not adequately licensed.

I will follow the 'Guidance for Safer Working Practice for Adults who work with
Children and Young People’ (DCSF, January 2009) and ensure my personal e-
mail accounts, mobile/home telephone numbers are not shared with children,
young people or families.

I will not allow parents or children and young people to add me as a friend to
their social networking site nor will | add them as friends to my social networking
site.

I will ensure that any private social networking sites / blogs etc. that | create or
actively contribute to are not confused with my professional role.

I understand that all internet and network usage can be logged and this
information could be made available to my manager on request.

I will not connect a computer, laptop or other device to the network/internet that
has not been approved by the organisation and meets its minimum security
specification.

I will not use personal digital cameras or camera phones for transferring images
of children and young people or staff without permission.

I will not engage in any online activity that may compromise my professional
responsibilities.

I understand that the Data Protection Act requires that any information seen by
me with regard to staff or children and young people, held within any
organisation system, will be kept private and confidential, EXCEPT when it is
deemed necessary that | am required by law to disclose such information to an
appropriate authority.

| will ensure that | am aware of digital safeguarding issues so that they are
appropriately embedded in my practice.



I understand that failure to comply with this Acceptable Use Policy (AUP) could
lead to disciplinary action.

User Signature

| understand that it is my responsibility to ensure that | remain up-to-date and read
and understand the organisation’s most recent Acceptable Use Policy (AUP).

| agree to abide by the organisation’s most recent Acceptable Use Policy (AUP).

SIgNature ........coevvviiii e Date ...cocvvvieiiiennn.
FUILNaME . (print)
Job title . ...

Organisation . . . ...

Authorised Signature/Manager

| approve this user to be set-up.

SIgnature .......coooi i, Date .....ccoevvviviiinnn,

FullName ... e (print)
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Appendix C
Inappropriate and lllegal Online Acts

Children, young people and adults who work with them must be aware of what is
classed as inappropriate and illegal behaviour when using the internet and electronic
communication technologies. This should be reflected in the AUPs and education
programmes delivered on an ongoing basis. While this list is not exhaustive, it is
hoped to provide some guidance in assessing incidents and appropriate actions.

Minor incidents:

Copyright infringement through copying diagrams, texts and photos without
acknowledging the source
Misuse of logins (using someone else’s login)

Inappropriate actions: (some of these actions could be illegal depending on the
exact activity)

Distributing, printing or viewing information on the following:
0 Soft-core pornography
Hate material
Drugs
Weapons
Violence
0 Racism
Distributing viruses
Hacking sites
Gambling
Accessing age restricted material
Bullying of anyone

(el elNolNeo]

lllegal actions: (Contact police)

Viewing, production, distribution and possession of indecent images of
children

Grooming and harassment of a child or young person

Viewing, production, distribution and possession of extreme pornographic
images

Buying or selling stolen goods

Inciting religious hatred and acts of terrorism

Downloading multimedia (music and films) that has copyright attached.
(Although this is illegal most police forces would treat this as a lower priority
than the cases above)

For further information on the civil and criminal laws that apply please refer to the
BECTA publication ‘E-safety, developing a whole school polices to support effective
practice’ Appendix 1 and 2.
http://www.lgfl.net/lgfl/sections/safety/esafety/documents/becta esafety.pdf
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Sample Flowchart: Responding to an Incident

Appendix D
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Appendix E

e-safety Websites

CEQP (Child Exploitation and Online Protection Cent re)

The Child Exploitation and Online Protection (CEOP) Centre is dedicated to
eradicating the sexual abuse of children. That means that they are part of UK policing
and very much about tracking and bringing offenders to account either directly or in
partnership with local and international forces.

CEOP REPORT
ceop.police.uk

http://www.ceop.gov.uk

Think U Know

Think U Know is CEOP’s support, guidance and resource site for children, young
people, parents, carers and adults who work with children and young people.

http://www.thinkuknow.co.uk

UKCCIS (UK Council for Child Internet Safety)
Click Clever Click Safe Campaign

This new strategy aims to create a safer online environment, gives everybody the
skills, knowledge and understanding to help children and young people to stay safe
online and inspire safe and responsible use and behaviour.

ZIP IT, BLOCKIT, FLAG IT: This campaign encourages children to keep safe online
by keeping personal information private, blocking messages and reporting
inappropriate online behaviour. This new digital code is intended for use by schools,
retailers and social network sites and aims to be the ‘green cross’ code for internet
safety. This campaign will be launched in primary schools from 2011 as a
compulsory part of the curriculum.
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Childnet

Childnet is a non-profit organisation working with others to “help make the Internet a
great and safe place for children”. The website gives news and background to
Childnet's work and serves as a portal to Childnet’s award-winning projects.
http://www.childnet-int.org

Becta (British Educational Communications and Techn ology Agency)

Becta leads the national drive to inspire and lead the effective and innovative use of
technology throughout learning.

http://www.becta.org.uk

Internet Watch Foundation (IWF)

IWF hosts the UK Hotline for reporting illegal online content specifically relating to
child sexual abuse, criminally obscene as well as incitement to racial hatred.
http://www.iwf.org.uk

Digizen

Digizen provides information about using social network sites and social media sites
creatively and safely. It provides tips for evaluating these online resources and
examples of how to use them to support informal and formal learning.
http://www.digizen.org

Bracknell Forest LSCB e-safety Webpage
http://bracknell-forest.gov.uk/e-safety

Bracknell Forest Anti-Bullying Strateqy
http://www.bracknell-forest.qgov.uk/anti-bullying-strategy-and-action-plan.pdf
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